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Good practice checklist for assessing risk management in HEIs

This good practice checklist has been produced as a guide for internal auditors of higher education institutions (HEIs). Its use is not mandatory. Other people may also find it useful, including risk managers, risk co-ordinators, senior managers, and budget holders.

The checklist cannot cover every aspect of how to assess risk management, but takes account of:

· the latest developments in risk management, as identified by the HEFCE Audit Service

· HEFCE’s own risk management guidance (HEFCE 01/24, 01/28 and material on the web at www.hefce.ac.uk under ‘Good practice/Risk management’) and the annual Accounts Direction which introduced the requirement for HEIs to adopt risk management, Circular Letter 24/00. (There have subsequently been annual updates to the Accounts Direction; see circular letters 14/01, 18/2002 and 23/2002)

· the new Government Internal Audit Standards, which are effective from 1 April 2002

· the need for HEIs to share knowledge in areas where they have a common interest

· recent audits of the risk management arrangements at HEIs, undertaken by the HEFCE Audit Service.

The checklist is designed to promote good practice in risk management, and could be of value in the following ways:

· to help HEIs improve and embed their own risk management arrangements

· to help HE internal auditors in their own reviews of risk management

· to help HEIs maximise the benefits they achieve from risk management, for example by producing better, more credible information

· to help vice-chancellors/principals, audit committees and governing bodies assess the effectiveness of the HEI’s internal control system

· to help improve the quality and credibility of risk management in the HE sector.

Where institutions complete the checklist in full, the HEFCE Audit Service may seek to rely on it as part of their periodic reviews of the institution’s internal control arrangements.

The guidance is likely to evolve with experience of its use and with experience of risk management generally. The HEFCE Audit Service will therefore periodically update this guidance.

We welcome any comments on the use of the guidance, which should be sent to Paul Greaves (p.greaves@hefce.ac.uk) or Ian Gross (i.gross@hefce.ac.uk).

How to use the checklist

The checklist is divided into different sections. Each section has some key questions shown in bold, followed by supplementary questions. Most invite a Yes/No answer, with space provided to explain how that conclusion has been reached. This space may also be used to identify how the risk management arrangements might be developed or improved. Apart from section F, the initial ‘overall’ question in each section is best answered once the remainder of the section has been completed.

Institutions are not obliged to use the checklist at all or in any particular way, but we suggest it could be used as follows.

· For the internal auditor, risk co-ordinator or senior manager with responsibility for the risk management arrangements to conduct a quick review by answering the ‘key’ Yes/No questions, which are shown in bold. ‘No’ answers, or responses where the answer is only partially ‘yes’, imply that more could be achieved or that some of the supplementary questions should be considered.

· For the internal auditor and/or risk co-ordinator to ‘walk through’ the checklist in a workshop with relevant institutional staff, perhaps acting as the facilitator. This could be a full review of all the questions, or a more limited review of only the key questions plus supplementary questions where they are felt to be relevant.

· For the internal auditor, risk co-ordinator or manager to go through the key questions, or all questions, from specific sections only.

· To invite an auditor (external or internal) or a risk co-ordinator or manager or another independent person from another HEI to review the risk management arrangements using the checklist.

· This checklist could also be adapted to review the risk management arrangements in an individual function or area, such as an academic unit, administrative department, trading activity or related company.

Once the review is complete, apart from preparing an audit report where appropriate, the risk co-ordinator or manager could prepare a plan detailing the action to be taken in response. This could be presented to the senior manager (or committee overseeing this area) for their consideration and/or approval. The senior manager could then receive periodic reports on progress towards achieving the action plan. The exercise could be repeated in short form annually and more thoroughly, say, every three years. The checklist may be updated by the HEFCE, so the latest version should be obtained whenever the exercise is conducted.

When to use the checklist

The checklist may be used at any time but is probably best used at one of two points in the annual cycle:

· shortly before or around the financial year-end, to inform the internal auditors’ annual opinion on the internal control system; or

· to accompany any review of the HEI’s strategic plan.

Glossary

Control risk self assessment:
A self assessment method of providing assurance on the effectiveness of the controls used to manage risks (commonly known as CRSA)

Early warning indicator:
Information designed to indicate when the status of an identified risk has changed or needs to be reviewed 

Key risks:
The (say) 10-20 high-level risks considered at an institutional level

Residual risk:


The risk remaining after mitigating actions are taken into account

Risk appetite:


The relative willingness to take on or accept individual or groups of risks

Risk portfolio:


The complete range of identified risks taken together as a group

[Name of institution]
Risk management review 20XX, for the financial year 20XX-XX
	
	Elements of risk management

(Key questions are in bold)
	Is this element clearly in place?
	Evidence / Knowledge / Comments / Assessment / Ideas for improvement of current process

	A
	Identification and prioritisation of risks
	
	

	1
	Overall, has the institution identified and prioritised its risks to a sufficient standard, bearing in mind how far its risk management processes have come?
	Yes (  No  (
	

	2
	Has the institution identified and prioritised its high level key risks?
	Yes (  No  (
	

	3
	Are the institution’s key risks linked to its strategic objectives?
	Yes (  No  (
	

	4
	Did the key risk identification process include adequate participation from:

a. The governing body and/or its committees

b. VC/principal and senior management team

c. Other senior managers

d.
Other staff as appropriate
	Yes (  No  (
Yes (  No  (
Yes (  No  (
Yes (  No  (

	

	5
	Has the institution taken adequate account of the key risks identified by other key stakeholders, eg students, the DfES, the funding bodies and research councils, any partner organisations, JISC and other bodies on which the institution relies?
	Yes (  No  (
	

	6
	Has responsibility for the oversight of individual key risks been assigned to appropriate managers?

(Note that, ideally, responsibility for an objective should determine who has oversight responsibility for the associated risks. Where a risk cuts across several objectives, the responsibility should be assigned to the most appropriate person.)
	Yes (  No  (
	

	7
	Does awareness of, and responsibility for, the institution’s key risks follow the institution’s objectives in a hierarchical way, eg the objectives are cascaded down to functions, academic units, teams, individuals, projects etc?
	Yes (  No  (
	

	8
	Are risks prioritised?

If so, is account taken of:

· The likelihood of occurrence?

· The impact if it does occur?

· The timing of any impact (immediate or medium/long term)?

· The potential value (financial or non-financial) of any impact?

All of the above are best considered before assessing how the risk is mitigated.
	Yes (  No  (
Yes (  No  (
Yes (  No  (
Yes (  No  (
Yes (  No  (

	

	9
	Outside the key risks, does the institution seek to identify the important risks attached to initiatives, functions/teams/academic units, projects etc?

Where identified, are these other risks linked to the corporate objectives and high-level risks where appropriate?
	Yes (  No  (
Yes (  No  (
	

	B
	Risk mitigation
	
	

	1
	Overall, has the institution considered the adequacy with which it mitigates its key risks, through control mechanisms?
	Yes (  No  (
	

	2
	Are there any control risk self-assessment (CRSA) processes in place to provide assurance over any high-level or lower level risks?
	Yes (  No  (
	

	C
	Residual risks and further action
	
	

	1
	Overall, has the institution given sufficient consideration to the treatment of residual risk. 

a. For its key risks?

b. For other risks?
	Yes (  No  (
Yes (  No  (
	

	2
	For the key risks, have all the residual risks been formally considered for compatibility with the institution’s stated risk appetite? 

And has the institution considered how residual risks should be mitigated?, eg should they be:

a. Tolerated/fully accepted without monitoring. 

b. Tolerated/fully accepted with monitoring.

c. Subject to further consideration or kept under periodic review.

d. Transferred, eg by insurance or to a third party.

e. Subject to further action to contain the risk to an acceptable level.

f. Subject to the establishment of an early warning indicator (key risk indicator).

g. Terminated, ie the activity remains too risky to carry on.
	Yes (  No  (
Yes (  No  (
	

	3
	Has sufficient consideration been given to the residual risks for other non-key risk areas across the institution as appropriate?
	Yes (  No  (
	

	D
	Risk reporting and monitoring
	
	

	1
	Overall, does the risk management reporting process give the Designated Officer, senior management, audit committee and the governing body sufficient information on risk and control to be able to make the required statement in the annual accounts?
	Yes (  No  (
	

	2
	Have formal risk management monitoring and reporting arrangements been put in place.

a. For the governing body/audit committee?

b. For the senior management team?

Are these adequate?
	Yes (  No  (
Yes (  No  (
Yes (  No  (
	

	3
	Are risk and risk management adequately addressed in:

a. Governing body/audit committee papers?

b. Senior management team agenda papers?
	Yes (  No  (
Yes (  No  (
	

	4
	How much has the governing body explicitly considered risk-related issues in the last year?
	
	

	5
	Where appropriate, are early warning indicators for all the key risks reported to management:

a. Within regular management information reports?

b. Sufficiently frequently?
	Yes (  No  (
Yes (  No  (
	

	E
	Embedding risk management
	
	

	1
	Overall, has the institution embedded risk management into its planning and operational processes to a sufficient extent?
	Yes (  No  (
	

	2
	Are there any controls shown as mitigating controls for the key risks, which, in the view of audit or management, are not currently fully embedded into the institution’s business processes?
	Yes (  No  (
	

	3
	Do the following documents adequately deal with risk management:

a. Scheme of delegation.

b. Financial Regulations.

c. Budget holder guidance.

d.
Project management guidance?
	Yes (  No  (
Yes (  No  (
Yes (  No  (
Yes (  No  (
	

	F
	Audit
	
	

	1
	Has internal audit changed its audit approach as a result of emphasis on risk management to reflect the latest good practice guidance and standards e.g. from the IIA (www.theiia.org then search using ‘risk management’) or the new Government Internal Audit Standards (www.hm-treasury.gov.uk then search using ‘audit’)?
	Yes (  No  (
	

	2
	Has internal audit conducted any audits on the key risks as part of its audit strategy?

Have the issues arising from these audits been brought to the attention of the governing body, audit committee or senior management as appropriate?
	Yes (  No  (
Yes (  No  (
	

	3
	Do external auditors have involvement in the risk management process? 

Do they contribute to the feedback mechanisms?
	Yes (  No  (
Yes (  No  (
	

	4
	Do internal audit reports specifically report on controls versus risks?
	Yes (  No  (
	

	G
	Overall approach to risk management
	
	

	1
	Is the institution’s overall approach to risk management, as assessed for the whole year and at the year-end, adequate for the business and its specific obligations?
	Yes (  No  (
	

	2
	Has the institution applied sufficient resources to risk management and its development this year?
	Yes (  No  (
	

	3
	Is the institution‘s governing body aware of its responsibilities with regard to risk management?
	Yes (  No  (
	

	4
	Is there a group in the institution with an overview responsibility for risk management?
	Yes (  No  (
	

	5
	Is there an individual in the institution with an overview responsibility for risk management?
	Yes (  No  (
	

	6
	Is the institution’s audit committee satisfied with the overall approach to risk management?
	Yes (  No  (
	

	7
	Has the institution clearly established what its high-level risk appetite is? 

Is this reflected in its high-level risk portfolio?

Is the risk portfolio appropriately balanced?
	Yes (  No  (
Yes (  No  (
Yes (  No  (
	

	8
	Does the institution understand what its risk exposure is (it is usually at least the sum total of the residual risks identified)?
	Yes (  No  (
	

	9
	Has the institution used risk management to identify opportunities for risk-taking?
	Yes (  No  (
	

	10
	Does the institution have a formal risk register?

Is there an adequate process for reviewing the risk register and its contents?
	Yes (  No  (
Yes (  No  (
	

	11
	Where appropriate, has the institution identified relevant early warning indicators for its key risks?

Do these get reviewed at a high enough level within the institution?
	Yes (  No  (
Yes (  No  (
	

	12
	Has the institution adequately considered both financial and non-financial risks, eg, reputation, fraud, health and safety, business continuity? 
	Yes (  No  (
	

	13
	Does the institution’s culture recognise the value of risk management?

· Is there governing body commitment?

· Is there senior management commitment?

· Is there middle management commitment?
	Yes (  No  (
Yes (  No  (
Yes (  No  (
Yes (  No  (
	

	14
	Is the role of internal audit in the risk management process adequately understood by governors, managers and auditors?
	Yes (  No  (
	

	15
	Does the risk management process inform decision-making within the institution?
	Yes (  No  (
	

	16
	Is the institution sufficiently aware of HEFCE guidance and expectations in risk management, to help ensure those expectations are met?
	Yes (  No  (
	

	17
	Does the institution and its internal audit service adequately consider risk management in its assessment of the internal control arrangements at bodies on which it relies, e.g. joint ventures, related companies, and collaborating partners?
	Yes (  No  (
	

	18
	Has the institution established different approaches to risk management to suit the different ways it operates its business? For example, does it offer a menu of options from within a standardised framework?
	Yes (  No  (
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